
Instruction Notes: Please read it carefully to proceed.
 

1. In order to apply you must register to our 
online customer portal 
(https://portal.mangoca.com

 
2. During online registration you will need to 

register and verify your mobile number

email address. In your Email you will also 

have our CIN (Customer Identification 

Number). Preserve it for application and all 

future correspondence.  

3. Once the above verification is over, you 

can login and Click “Apply”. Please fill 

this form very carefully as these values 

will be used to generate your 

“Certificate Signing Request

4. You will also receive an electronic invoice 
after hitting “Submit”  

 
5. Either you can download “DSC Application 

Pack” or can receive it by Email. 
 

6. “DSC Application Pack” contains
 

a. Application Instruction (This 
document)  

 
b. Supporting Document Checklist 

 
c. Digital Signature Certificate 

Application Form  
 

d. Subscriber Agreement 
 

7. Please fill up “Digital Signature 

Certificate Application Form

and attach necessary, appropriate 

supporting documents as per “

Document Checklist”, Sign on 

“Subscriber Agreement”  
 

8. Make Cash Deposit as per your received 

invoice (refer to step-4) to the following 

Bank details at any branch in the country: 

Bank Asia Limited  
Account Name:  
Mango Teleservices Limited
Account Number:  
02-836000024 

 
9. Submit all documents with copy of your 

payment to Mango Registration Authority 
(RA) office.  The payment is not refundable. 

 
10. The RA office will verify your application and

will proceed to the next step. 
 

11. Physical presence may or may not be 

required during this verification process, 

Mango RA would decide on case to case 
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Mango Teleservices Limited  

Submit all documents with copy of your 
payment to Mango Registration Authority 

The payment is not refundable.  

The RA office will verify your application and 
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Physical presence may or may not be 

required during this verification process, 
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12. MANGO CA holds the right to reject the 

certificate request if it finds the application is 

not meeting the criteria. 
 

13. You can login to your portal 

(https://portal.mangoca.com

“Status” located on the left menu and track 

your application process. 

14. After successful completion of verification, 
Mango CA will issue your certificate. 

 
15. You will receive SMS notification alert

 
16. An instruction Email 

your certificate to your browser/hard token 
keystore.  

 
17. User Microsoft Internet Explorer while 

generating/exporting the certificates/keys. 
 

18. You can either download your generated 

certificate on the computer browser (for soft 

certificate only) or

with your Hard Token to generate your 

issued certificate to store or if you want to 

install your certificate yourself on the Hard 

Token please contact our contact center for 

details. It is your responsibility to reme

the passwords that are used while 

generating/exporting the certificates/keys 

19. For supports, you can login to your portal 

and submit a “Ticket” or call 02

speak with our agent for support. 
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“Status” located on the left menu and track 

your application process.  

After successful completion of verification, 
Mango CA will issue your certificate.  

SMS notification alert.  

An instruction Email will be sent to install 
your certificate to your browser/hard token 

User Microsoft Internet Explorer while 
generating/exporting the certificates/keys.  

You can either download your generated 

certificate on the computer browser (for soft 

or you can visit RA office 

with your Hard Token to generate your 

issued certificate to store or if you want to 

install your certificate yourself on the Hard 

Token please contact our contact center for 

details. It is your responsibility to remember 

the passwords that are used while 

generating/exporting the certificates/keys  

For supports, you can login to your portal 

and submit a “Ticket” or call 02-8814507 to 

speak with our agent for support.  
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Digital Signature Certificate 
Application Form 
 

 

MANGO TELESERVICE LIMITED 
MANGO CERTIFYING AUTHORITY IS AN ACCREDITED CA FROM OFFICE OF THE CCA 
82, MOHAKHALI C/A (12TH) FLOOR, DHAKA-1212, BANGLADESH 
TEL: +880 29914507, 9895712 FAX: +880 28814537 WEB: WWW.MANGOCA.COM 

* indicates mandatory fields * Fill the form in BLOCK UPPERCASE Letters 
     

����Subscriber Copy ����CA Copy ����CCA Copy   Date: 
 
Class of Certificate Certificate Type Validity Purpos e of Certificate 

�Class 1  
�Class 2  
�Class 3 

�Individual  
�Enterprise 

�1 Year  
�2 Year  

* Web Customer Identification Number (CIN),  Available on web CMP or in Email 

                         

 
Applicant Details: 

* First Name 
                    

 

* Last Name 
                    

 

* Date of Birth                     * Nationality    * Gender 
d d m m y y     M    F 

 

* Father’s Name 
                         

 

* Mother’s Name 
                         

 
Address: For enterprise certificate provide registered address, for personal certificate use personal details 
(Use your NID Address) 

* Holding/Village       *Road/Block/Sector 
                        

 

* Police Station        *Post Office 
                    

 

* City/District         * Postal Code 
                    

 

* Country         * Fixed Telephone 
                    

 

* Mobile Phone       * Email 
                        

                        

 

 

Attach Passport 
Size Photograph 



Digital Signature Certificate 
Application Form 
 

 

MANGO TELESERVICE LIMITED 
MANGO CERTIFYING AUTHORITY IS AN ACCREDITED CA FROM OFFICE OF THE CCA 
82, MOHAKHALI C/A (12TH) FLOOR, DHAKA-1212, BANGLADESH 
TEL: +880 29914507, 9895712 FAX: +880 28814537 WEB: WWW.MANGOCA.COM 

Enterprise Details 
(Please fill this section only if you are applying for Enterprise Certificate) 
Type of Organization 
 
����Government ����Public Limited ����Private Limited ����Proprietorship ����Trust & NGOs 
 

*Organization Name  
                    

 

*Authorized Signatory Name 
                    

 

*Applicant Designation 
                    

 

*Domain/Host Name (for SSL certificate)  
                    

 

*IP Address (for SSL/VPN/IPSEC certificate) 
                    

 

*Identity Proof  

�National ID card (NID)�Passport (PPN)�Birth Registration (BRN)�Tax Identification (TIN) 
 

* Identity Proof Number 
                    

 
Attached Supporting Documents 
* Apply Tick sign on appropriate attachment/multiple attachments 
 
�Trade License  

�Certificate of Memorandum of Article 

�Certificate of Association of Article 

�TIN Certificate  

�Board Resolution 

�Business Commencement Certificate 

�Partnership Deed  

�Deed of Trust  

�Trustee Board Resolution  

�Employment Certificate  

�Bank Solvency Certificate  

�Domain Ownership  

�Document Proof of Internet Protocol Address 

 
I hereby agree that I have read and understood the application instructions carefully and ensureproper usage of the Digital 
Certificate. Certificate revocation is permanent and irreversible. If my certificate is revoked, I will have to reapply for a fresh 
certificate. The same will be approved only after the payment of necessary applicable charges. It is my responsibility to 
remember the passwords that are used while generating/exporting the certificates/keys. 
 
 The above information found to be correct 

Signature of the Applicant To be signed by Mango RA Office 



 

Supporting Documentation Check-List: 

Please furnish the following documents once you have successfully completed your “online application enrollment” at 
https://portal.mangoca.com  

Certificate Type Required Documents Physical Presence at 

Registration Authority Office 

For Class-1 

Individual 

Documents to be attested by First Class Gazetted Officer or 

Notary Public 

 

1. Subscriber Application form 

2. Subscriber Agreement 

3. National Identification Card (NID) or Passport Copy attested 

by First Class Gazette Officer or Notary Public 

 Not Required 

For Class-2 

Individual 

Documents to be attested by First Class Gazetted Officer or 

Notary Public 

 

1. Subscriber Application form 

2. Subscriber Agreement 

3. National Identification Card (NID) or Passport Copy 

4. Employment Certificate or Photo ID from concerned 

authority/institution or Ward commissioner/Union Parishad 

certificate 

 

Physical presence may or may 

not be required, Mango CA 

would decide on case to case 

basis. 

Class-2  and  

Class-3 

Enterprise 

1. Subscriber Application Form 

2. Subscriber Agreement 

 

For Private and Public Limited Companies (attested by First 

Class Gazetted Officer or Notary Public): 

 

1. Valid Trade License 

2. Certified copy of incorporation 

3. Certified true copy of Memorandum of Association & Article of 

Association duly signed or authenticated at each page by the 

Managing Director/Chairman 

4. Up to date Form XII of RJSC 

5. TIN certificate 

6. Resolution of the Board of Directors Authorizing an individual to 

obtain and operate the digital certificate of the company 

7. Two copies of passport size photograph of the Authorized 

Signatory 

8. Copy of valid Passport (1 to 7 page) or Copy of National ID Card 

(front and back) of the Authorized Signatory 

9. Certified copy of commencement of Business duly authenticated 

by the Chairman or Managing Director (in case of public limited 

 Physical presence may or may 

not be required, Mango CA 

would decide on case to case 

basis. 



 

company) 

 

Partnership Firms (attested by First Class Gazetted Officer or 

Notary Public): 

 

1. Valid Trade License 

2. Notarized copy of partnership deed duly signed by all partners 

3. Resolution of the Partners Authorizing an individual to obtain and 

operate the digital certificate of the firm 

4. TIN Certificate of the entity 

5. Two copies of passport size photograph of the Authorized 

Signatory 

6. Copy of valid Passport (1 to 7 page) or Copy of National ID Card 

(front and back) of the Authorized Signatory 

 

Proprietorship Firms (attested by First Class Gazetted Officer or 

Notary Public): 

 

1. 2 copies of Passport size photograph of the proprietor. 

2. Valid Trade License 

3. Proprietorship declaration in letterhead pad. 

4. Copy of valid Passport (1 to 7 page) or Copy of National ID 

Card (front and back) of Authoritative Signatory 

 

For Trusts (attested by First Class Gazetted Officer or Notary 

Public): 

 

1. Two copies of passport size photograph of the Authoritative 

Signatory 

2. Up to date list of members of the Trustee Board 

3. Certified copy of Deed of Trust 

4. Certified copy of the Resolution of the Trustee Board for 

opening & operation of digital signature. 

5. Copy of valid Passport (1 to 7 page) or Copy of National ID 

Card (front and back) of Authoritative Signatory 

Class-3 Individual For Class-3 Indidvidual (attested by First Class Gazetted Officer 

or Notary Public): 

 

1. Subscriber Application form 

2. Subscriber Agreement 

3. Copy of National Identification Card (NID) or Passport Copy 

4. Proof of Address document (Electricity bill. Fixed Phone Bill, 

WASA or similar) 

5. Company/Government Organization- Photo ID/Employment 

Certificate 

6. Bank Solvency Certificate 

 Physical presence may or may 

not be required, Mango CA 

would decide on case to case 

basis. 



 

Class-3 Server & 

Device 

For Class-3 Server & Device (attested by First Class Gazetted 

Officer or Notary Public): 

 

1. Deliver supporting documents as described on Class-2 and 

Class-3 Enterprise Certificate based on Business Category 

(Proprietary/Private & Public Limited/ Partnership/ Trust) 

2. Domain SSL 

Proof of Domain Ownership document for .bd domain. For 

international gTLD, the verification will be confirmed through 

domain Administrative Email address. 

3. IP SSL 

Proof of documents from ISP of the applied IP. CA may 

verify the ownership of IP-Pool from APNIC database. 

 Physical presence may or may 

not be required, Mango CA 

would decide on case to case 

basis. 

 

How to obtain Certificate on Organization name: 

 In case of a Private or Public Limited Company:  

• Resolution of the Board of Directors for opening & operation of digital certificate, duly attested by the Managing Director or 
Chairman of the nominated certificate user. 

For Partnership Company: 

• Resolution signed by the partners to operate digital certificate of the nominated certificate user. 

For Proprietorship Firm 

• Proprietorship declaration in letterhead pad to use Digital Signature 

For Registered Trusts and NGOs 

• Certified copy of the Resolution of the Trustee Board for opening & operation of digital signature of the nominated 
certificate user. 



Mango CA 
Subscriber Agreement DSC (Enterprise)

 

----------------------------------------------------------------- (Name of Enterprise/Company 
or Government Agency/ Organization), a ----------------------------------------------
(Type of Enterprise /Company or Government Agency/ Organization) organized 
under the laws of the country (hereinafter “Company/ Government Agency”), 
here by request Mango Teleservices to issue a Digital Signature Certificate to 
------------------------------------------------------------------------------------------------------------
--------------------------------------- (Name of Individual) (hereinafter called the 
“Subscriber”). 

Company/Government Agency here by certifies that the named representative is 
duly authorized by the Company/Government Agency to communicate with and 
to institute electronic communication with Relying Parties on behalf of, and as the 
representative and agent of the Company/Government Agency, where the 
Company/Government Agency is an entity undertaking financial and operational 
responsibilities; and that such transactions, when signed with business 
representative’s certificate constitute the communications and actions of the 
Company/Government Agency. The Company/Government Agency furthe
warrants and agrees that: 

1. The Subscriber has read, understood and agrees to, and shall 
comply with all the terms and obligations set forth in the Mango 
Teleservices CA CPS and the Subscriber Agreement. 

2. Subscriber will take necessary steps to prevent any
modification, loss, disclosure or unauthorized use of the Mango 
Teleservices CA issued Digital Signature Certificate and its 
associated private key. 

3. The Subscriber is legally authorized to do the business on behalf of 
the Company/Government Agency. 

4. All the information provided in this authorization request and the 
application form is correct, trustworthy, current, accurate and 
complete. The Subscriber consents to third
verification of the information submitted by him, includi
comparison of the identity credentials with his credit and data files 
at Mango Teleservices CA and its subcontractors (RA) and 
expresses his agreement to the terms and conditions of this 
Subscriber Agreement. 

5. Should any of the information provided i
after the Subscriber has been issued a Digital Signature Certificate, 
he will promptly inform Mango Teleservices CA for such changes. 
The Mango Teleservices CA reserves the right to revoke the 
Subscriber’s Digital Signature Certificate, after having given the 
Subscriber an opportunity of being heard in the matter, in case it 
believes that the verified credentials of the Subscriber have 
changed and / or the Subscriber’s private key is compromised and / 
or the Subscriber is in breach of the terms and conditions of this 
agreement or the Mango Teleservices CA CPS. Under such 
circumstances, if the Subscriber wishes to obtain a new certificate, 
he will have to reapply on paid basis. 

6. By submitting the application for a/the Mango Teleservice
Digital Signature Certificate, the Subscriber specifically agrees to 
the provisions of Mango Teleservices CA Certification Practice 
Statement (CPS). In support of The Mango Teleservices CA’s 
Public Certification Services 

7. The Subscriber also agrees that his Digital Signature Certificate 
may be published via the Mango Teleservices CA website and / or 
made available in the Mango Teleservices CA Directory, and 
therefore all information that forms part of a Digital Signature 
Certificate may be available to Relying Parties and/or the general 
public. This will not be treated as a breach of confidentiality of the 
Subscriber’s personal information. 

8. The CPS is hereby incorporated by referencing to this Subscriber 
Agreement and capitalized terms in this Subscriber
have the meaning set forth in the CPS. The Subscriber agrees to 
use the Mango Teleservices CA issued Digital Signature Certificate 
only in accordance with the CPS. 

9. The Subscriber will be responsible and liable for all the use of the 
Digital Signature Certificate issued to its representative, whether 
such use is authorized or known. 

10. The representative certificate and the associated private key will be 
used exclusively for the purpose authorized by the CPS and only in 
manner consistent with the CPS. The Subscriber also agrees that it 
is his responsibility to protect his private key from unauthorized 
access and / or use. In case the Subscriber fears compromise of 
his private key, he shall promptly inform Mango Teleservices CA to 
revoke the certificate by following the procedures laid down in the 
Mango Teleservices CA CPS. The Subscriber will not share use of 
the certificate with any other entity. 

11. The Subscriber also agrees that he will not use the Digital 
Signature Certificate for a purpose that will 

 

(Enterprise) 

(Name of Enterprise/Company 
---------------------------------------------- 

Enterprise /Company or Government Agency/ Organization) organized 
under the laws of the country (hereinafter “Company/ Government Agency”), 
here by request Mango Teleservices to issue a Digital Signature Certificate to ----

---------------------------------------------------------------------------
(Name of Individual) (hereinafter called the 

Company/Government Agency here by certifies that the named representative is 
authorized by the Company/Government Agency to communicate with and 

to institute electronic communication with Relying Parties on behalf of, and as the 
representative and agent of the Company/Government Agency, where the 

tity undertaking financial and operational 
responsibilities; and that such transactions, when signed with business 
representative’s certificate constitute the communications and actions of the 
Company/Government Agency. The Company/Government Agency further 

The Subscriber has read, understood and agrees to, and shall 
comply with all the terms and obligations set forth in the Mango 
Teleservices CA CPS and the Subscriber Agreement.  
Subscriber will take necessary steps to prevent any compromise, 
modification, loss, disclosure or unauthorized use of the Mango 
Teleservices CA issued Digital Signature Certificate and its 

The Subscriber is legally authorized to do the business on behalf of 

All the information provided in this authorization request and the 
application form is correct, trustworthy, current, accurate and 
complete. The Subscriber consents to third-party, independent 
verification of the information submitted by him, including the 
comparison of the identity credentials with his credit and data files 
at Mango Teleservices CA and its subcontractors (RA) and 
expresses his agreement to the terms and conditions of this 

Should any of the information provided in the application change 
after the Subscriber has been issued a Digital Signature Certificate, 
he will promptly inform Mango Teleservices CA for such changes. 
The Mango Teleservices CA reserves the right to revoke the 

cate, after having given the 
Subscriber an opportunity of being heard in the matter, in case it 
believes that the verified credentials of the Subscriber have 
changed and / or the Subscriber’s private key is compromised and / 

of the terms and conditions of this 
agreement or the Mango Teleservices CA CPS. Under such 
circumstances, if the Subscriber wishes to obtain a new certificate, 

By submitting the application for a/the Mango Teleservices CA 
Digital Signature Certificate, the Subscriber specifically agrees to 
the provisions of Mango Teleservices CA Certification Practice 
Statement (CPS). In support of The Mango Teleservices CA’s 

t his Digital Signature Certificate 
may be published via the Mango Teleservices CA website and / or 
made available in the Mango Teleservices CA Directory, and 
therefore all information that forms part of a Digital Signature 

Relying Parties and/or the general 
public. This will not be treated as a breach of confidentiality of the 

The CPS is hereby incorporated by referencing to this Subscriber 
Agreement and capitalized terms in this Subscriber Agreement 
have the meaning set forth in the CPS. The Subscriber agrees to 
use the Mango Teleservices CA issued Digital Signature Certificate 

The Subscriber will be responsible and liable for all the use of the 
ature Certificate issued to its representative, whether 

The representative certificate and the associated private key will be 
used exclusively for the purpose authorized by the CPS and only in 

. The Subscriber also agrees that it 
is his responsibility to protect his private key from unauthorized 
access and / or use. In case the Subscriber fears compromise of 
his private key, he shall promptly inform Mango Teleservices CA to 

e by following the procedures laid down in the 
Mango Teleservices CA CPS. The Subscriber will not share use of 

The Subscriber also agrees that he will not use the Digital 
Signature Certificate for a purpose that will directly or indirectly 

pose a risk to the nation’s security and interest. He also agrees that 
he will submit his private key(s) (only if used for encryption) to law 
enforcement agencies under the directions of the CCA or courts of 
India. 

12. Subscriber will notify the Mango Teleservices CA immediately in 
the manner set forth in the CPS under the following circumstances: 

a. Reliability of certificate is affected due to any 
information or fact with reference to the issued Digital 
Signature Certificate getting chang
longer correct, accurate, current or complete. 

b. Suspicion of any loss or compromise of 
representative certificate or associated private key 

c. The Company/Government Agency no longer has a 
physical presence or is no longer legally authorized t
do business, and

d. The representative is no longer authorized to act on 
behalf of Company/Government Agency.

13. The CPS may be amended from time to time. The amended 
version is published on the Mango Teleservices CA website. If the 
Subscriber does not agree t
he must contact the Mango Teleservices CA or its authorized 
agents (Registration Authority (RA)) to revoke his certificate 
immediately. Any continued use of the certificate constitutes the 
Subscriber’s agreement to th
amended 

14. The CPS provides limited warranties and liabilities; excluding 
liability for any inaccuracy, error, delay or omission in the issuance 
or validation of any certificate, or non
cause beyond Mango Teleservices CA’ s reasonable control, and 
provides that in no event shall the Mango Teleservices CA be liable 
for any indirect, special, incidental or consequential damages, 
arising from or in connection with the use, delivery, license, 
performance, or non-performance of digital signature certificate, 
digital signatures or any other transactions or services offered by 
the Mango Teleservices CA. In case the information provided by 
the Subscriber is incorrect at the time of verification by the Mango 
Teleservices CA and / or the Relying Parties, Mango Teleservices 
CA will have no liability whatsoever to any claim raised by any 
entity. 

15. The Subscriber also agrees that he has read, understood and shall 
comply with all the terms and obligations as set forth
Teleservices CA CPS and the Subscriber Agreement. The 
Subscriber also agrees that he possesses enough understanding 
and knowledge regarding use of the certificate.

16. The Company/Government Agency further agrees to indemnify and 
hold harmless the Mango Teleservices CA and its employees, 
subcontractors (RA) and agents from all losses or damages, 
including the related legal fees resulting from any use of the Digital 
Signature Certificate except for the Mango Teleservices CA 
liabilities stipulated in the Mango Teleservices CA CPS.

17. The undersigned personally warrants and represents that the 
Subscriber is a duly authorized representative of the 
Company/Government Agency with full authority to accept the 
terms and conditions of this authorization and 
the Company/Government Agency by his or her signature.

--------------------------------------------- (Name of the Company/Government Agency)

By 

--------------------------------------------- (Signature of the Authorizing Officer)

--------------------------------------------- (Name and title of the Authorizing Officer)

--------------------------------------------- (Address of the Authorizing Officer)

--------------------------------------------- (Date and Place)

--------------------------------------------- (Signature of the Subscriber)

--------------------------------------------- (Name and title of the Subscriber)

--------------------------------------------- (Address of the Subscriber)

--------------------------------------------- (Date 

pose a risk to the nation’s security and interest. He also agrees that 
he will submit his private key(s) (only if used for encryption) to law 
enforcement agencies under the directions of the CCA or courts of 

tify the Mango Teleservices CA immediately in 
the manner set forth in the CPS under the following circumstances:  

Reliability of certificate is affected due to any 
information or fact with reference to the issued Digital 
Signature Certificate getting changed which is no 
longer correct, accurate, current or complete.  
Suspicion of any loss or compromise of 
representative certificate or associated private key  
The Company/Government Agency no longer has a 
physical presence or is no longer legally authorized to 
do business, and 
The representative is no longer authorized to act on 
behalf of Company/Government Agency. 

The CPS may be amended from time to time. The amended 
version is published on the Mango Teleservices CA website. If the 
Subscriber does not agree to the terms and conditions of the CPS, 
he must contact the Mango Teleservices CA or its authorized 
agents (Registration Authority (RA)) to revoke his certificate 
immediately. Any continued use of the certificate constitutes the 
Subscriber’s agreement to the terms and conditions of the CPS as 

The CPS provides limited warranties and liabilities; excluding 
liability for any inaccuracy, error, delay or omission in the issuance 
or validation of any certificate, or non-performance, or for any 

Mango Teleservices CA’ s reasonable control, and 
provides that in no event shall the Mango Teleservices CA be liable 
for any indirect, special, incidental or consequential damages, 
arising from or in connection with the use, delivery, license, 

performance of digital signature certificate, 
digital signatures or any other transactions or services offered by 
the Mango Teleservices CA. In case the information provided by 
the Subscriber is incorrect at the time of verification by the Mango 

eleservices CA and / or the Relying Parties, Mango Teleservices 
CA will have no liability whatsoever to any claim raised by any 

The Subscriber also agrees that he has read, understood and shall 
comply with all the terms and obligations as set forth by the Mango 
Teleservices CA CPS and the Subscriber Agreement. The 
Subscriber also agrees that he possesses enough understanding 
and knowledge regarding use of the certificate. 
The Company/Government Agency further agrees to indemnify and 

the Mango Teleservices CA and its employees, 
subcontractors (RA) and agents from all losses or damages, 
including the related legal fees resulting from any use of the Digital 
Signature Certificate except for the Mango Teleservices CA 

in the Mango Teleservices CA CPS. 
The undersigned personally warrants and represents that the 
Subscriber is a duly authorized representative of the 
Company/Government Agency with full authority to accept the 
terms and conditions of this authorization and request and to bind 
the Company/Government Agency by his or her signature. 

(Name of the Company/Government Agency) 

(Signature of the Authorizing Officer) 

(Name and title of the Authorizing Officer) 

(Address of the Authorizing Officer) 

(Date and Place) 

(Signature of the Subscriber) 

(Name and title of the Subscriber) 

(Address of the Subscriber) 

(Date and Place) 
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